Privacy Policy

In This Section
Terms of Service
Privacy Policy
Subprocessors
Card Agreement
Corporate Card Program Terms
Concierge Terms
Karma Program Terms
ACH Terms

Last Updated: May 21, 2020

EXPENSIFY PRIVACY POLICY
At Expensify, Inc. (“Expensify”, “we”, “us”, or
“our” which include our group and affiliated
companies), our most important asset is our
relationship with our user community. We are
committed to maintaining the confidentiality,
integrity and security of information about our
users and their organizations. This privacy policy
(“Privacy Policy” or “Policy”) describes how we
collect, use, disclose, share and secure the
personal and company information you provide
when you use our expense management, invoicing
or bill processing software, through our mobile
application (the “Application”) or visit the
Expensify
websites www.expensify.com and www.use.expen
sify.com (collectively, the “Site” and, together with
any related software, tools and services provided
in connection with the Application or the Site, the
“Expensify Service”). It also describes your
choices regarding the use, access and correction
of your Personal Data (as defined in section 3 of
this Privacy Policy) and how to contact us if you
have any further queries or complaints about our
management of your personal information.
In this Privacy Policy, “you” and “your” refers to
individual users of the Expensify Service, as well
as to Members and Corporate Members.
“Members,” “Corporate Members,” and other
capitalized terms not defined in this privacy policy
are defined in the Expensify Terms of Service.
Please review the Jurisdiction-specific provisions
below for more information if you are visiting from
Europe, Australia, California, or Nevada.
This Privacy Policy is incorporated into, and
considered a part of, the Expensify Terms of
Service.
1. MEMBER ACKNOWLEDGMENT
By submitting or making available Personal Data
(as defined below) through our Site, the Expensify
Software or the Expensify Service, you confirm
that you have read and acknowledged the terms
of this Privacy Policy and you understand our
practices around the collection, storage, use and
disclosure of your Personal Data in accordance
with this Privacy Policy.
2. A NOTE ABOUT CHILDREN
We do not intentionally gather Personal Data
about individuals who are under the age of 18. If
you become aware that we inadvertently hold or
have access to Personal Data about anyone under
18, please let us know so we can delete it.
3. TYPES OF PERSONAL DATA WE COLLECT
AND HOW IT IS COLLECTED
Personal information or “Personal Data”, means
any information about an individual from which
that person can be identified. It does not include
data where the identity has been rendered
anonymous in such a way that the individual is no
longer identifiable. If you are accessing the
Expensify Service from Australia, “Personal Data”
also includes any information or opinion, whether
true or not and whether recorded in material form
or not, by which you may be reasonably
identifiable. Expensify will not use your Personal
Data except as set forth in this Privacy Policy and
in the Terms of Service.
We may collect (both directly and indirectly), use,
store and transfer different kinds of personal data
about you. For specific details about how
Expensify does this with cookies, identifiers and
other tracking technologies please review the
Expensify Cookie Policy below. The categories of
Personal Data we collect, use, store and transfer
have been grouped together as follows:
• Registration Data when you purchase or
register for our Services or sign up for our
Corporate Card Program or create an
Expensify account, we collect directly from
you (or for certain corporate accounts, from
your employers) Personal Data, including your
name, date of birth, billing and mailing
address, email, professional title, company
name, phone numbers, credit card, other
payment information, and password. In
addition, we (or our third-party credit card or
payment processor on our behalf) will collect
Personal Data including your credit card
number or account information when you
upgrade to a paid account.

• Transaction Data that Allows Us to Provide
our Services to You. This includes financial
information, such as bank account, payment
card and other payment account, contact
information (billing and mailing address,
email address, and phone numbers), expense
data, receipts, transaction data imported from
third party financial service companies, and
other details about reimbursements and
payments to and from you and other details of
products and services you have purchased
from us. If you participate in the Corporate
Karma Program and/or Personal Karma
Program (each subject to the Karma Program
Terms), we may collect Personal Data
including your name, contact information, and
donation amount(s) and share this
information with Expensify.org, a California
nonprofit public benefit corporation and a
charitable affiliate of Expensify. Visit
Expensify.org for more details. We collect
your location-based information for the
purpose of mileage tracking and providing
location specific features. We may share your
geo-location data with third parties for the
sole purpose of providing these services. If
you do not wish to allow us to share your
information in this manner please opt out by
contacting us at concierge@expensify.com.

• Technical Data. The Expensify Service (which
may be hosted by a third-party service
provider) collects Personal Data from you,
such as browser type, your approximate
geographic location of your mobile device or
computer (from your Internet Protocol (IP)
address), operating system and version,
Internet Protocol (IP) address, domain name,
information about your application, operating
environment and hardware profiles and/or a
date/time stamp for your visit. We may also
use Identifiers (as defined below) and
navigational data like Uniform Resource
Locators (URL) to gather information
regarding the date and time of your visit
and/or access to the Expensify Service and
your activity on the Site and the Application.
Like most internet services, we automatically
gather this Personal Data and store it in log
files each time you visit the Site, use the
Application or access your account on our
network. We use mobile analytics software to
allow us to better understand the
functionality of our Mobile Software on your
phone. This software may record information
such as how often you use the Application,
the events that occur within the Application,
aggregated usage, performance data, and
where the Application was downloaded from.
We do not link the information we store within
the analytics software to any personally
identifiable information you submit within the
mobile Application.

• Information about your Interactions with
Expensify. We collect information about your
interactions with Expensify, which may
include your use of our products, services,
websites or apps, including information
collected using Cookies and other
technologies. It may also include
communications with us, such as if you
contact our customer service centers,
including recording calls for quality and
training purposes. This may also include data
about your participation in promotions or
programs. This may also include data about
how you exercise rights or preferences
regarding your data. We also retain
information on your behalf, such as the
Personal Data described above and any
correspondence. If you provide us feedback or
contact us via email, we will collect your name
and email address, IP address, as well as any
other content included in the email, in order
to send you a reply, and any information that
you submit to us, such as a resume. If we
conduct a survey in which you participate, we
may collect additional profile information. We
may also collect Personal Data at other
instances in the Site or Application user
experience where we state that Personal Data
is being collected.

• Marketing and Communications Data.
Information collected regarding marketing,
promotions and communicating new
features.

• Other Self-Reported Information. You have
the option to provide us with additional
information about yourself and others through
surveys, forms, features and applications.
Where such information is not required, you
consent to the collection, storage, use and
disclosure of such Personal Data in
accordance with this Privacy Policy

• User Content. Some of our Services allow you
to create and post or upload content, such as
data, text, software, music, audio,
photographs, graphics, video, messages, or
other materials that you create or provide to
us through either a public or private
transmission. For example, User Content
includes any discussions, posts, or messages
you send on our Forums. Our Site offers
publicly accessible blogs or community
forums. You should be aware that any
information you provide in these areas may be
read, collected, and used by others who
access them. To request removal of your
Personal Data from our blog or community
forum, contact us at
concierge@expensify.com. In some cases, we
may not be able to remove your Personal
Data, in which case we will let you know if we
are unable to do so and why.

• Referral Information and Sharing. When you
refer a person to Expensify, we will ask for
that person’s name, phone number and/or
email address and collect this information
directly from you. By participating in a referral
program or by choosing to share information
with another person, you confirm that the
person has given you permission for
Expensify to communicate with him or her. If
you choose to use our referral service to tell a
friend about Expensify, or if, as a Corporate
Administrator, you refer an employee or other
authorized service provider to connect with
your Corporate Policy (each such individual, a
“Referred Party”), you must seek permission
of the Referred Party so that Expensify may
use their name, phone number and/or email
address to contact them about the Expensify
Service. By providing us with the Referred
Party’s name and email address, you warrant
that the Referred Party agrees to such
contact. We will automatically send your
friend a one-time email inviting him or her to
visit the site. If you were referred by a friend
or a Corporate Administrator, and you activate
an Account, you hereby agree that Expensify
may use such Personal Data as if you had
directly provided it to Expensify, which such
Personal Data will be governed by this Privacy
Policy. If your friend is a resident of the
European Economic Area, the United
Kingdom or Australia, please make sure they
are happy to be contacted by us.

• Social Media Features and Widgets. Our Site
includes Social Media Features, such as the
Facebook “Like” button and Widgets,
(“Features”). These Features may collect your
IP address, which page you are visiting on our
site, and may set a cookie to enable the
Feature to function properly. They may also
allow third party social media services to
provide us information about you, including
your name, email address, and other contact
information. The information we receive is
dependent upon your privacy settings with
the third party social media service. Features
are either hosted by a third party or hosted
directly on our site. Your interactions with
these Features are governed by the privacy
statements of the third party companies
providing them. You should always review
and, if necessary, adjust your privacy settings
on third party websites and services before
linking or connecting them to our website or
Service.

• Third Party Data: We will collect your
Personal Data from you unless it is
unreasonable or impracticable to do so.
However, we may collect and receive Personal
Data about you from companies that
distribute the Expensify Service by way of a
co-branded or private-labeled website,
companies that offer their products and/or
services via the Expensify Service, companies
affiliated with Expensify, such as
Expensify.org, or companies that provide
services (such as payment processing
services) in connection with the Expensify
Service, including without limitation Issuers
and Card Networks (as such terms are
defined in the Corporate Card Program Terms)
(collectively, “Partner Companies”). Our
Partner Companies may supply us with
Personal Data, such as your name and email
and mailing address information or your login
credentials for such Partner Company’s
website or service, in order to help us
establish the account or fulfil orders. We may
also collect your Personal Data from public
sources. We may add this information to the
information we have already collected from
you via our Site or Application in order to
perform and improve the Expensify Service. If
you provide us Personal Data about others, or
if others give us your information, we will only
use that information for the specific reason
for which it was provided to us.

We also collect, use and share “Aggregated Data”
such as statistical or demographic data for any
purpose. Aggregated Data information is
information that has been anonymized and
combined with that of other users and analyzed or
evaluated as a whole, such that no specific
individual may be reasonably identified. We may
use Aggregated Data for any purpose, including
without limitation for research and marketing
purposes, and may also share such data with any
third parties, including advertisers, promotional
partners, sponsors, event promoters, and/or
others.
We do not collect any “Special Categories of
Personal Data” about you (this includes details
about your race or ethnicity, religious or
philosophical beliefs, sex life, sexual orientation,
political opinions, trade union membership,
information about your health, and genetic and
biometric data) nor do we collect any information
about criminal convictions and offences.
4. THIRD PARTY LINKS
This Privacy Policy applies only to the use and
disclosure of Personal Data that we collect while
you use the Expensify Service. Our provision of a
link to any other website or location is for your
convenience and does not signify our
endorsement of such other website or location or
its contents. When you click on such a link, you
will leave the Expensify Service and go to another
site. During this process, a third party may collect
Personal Data from you. We have no control over,
do not review, do not endorse, and cannot be
responsible for, these outside websites or their
content. Please be aware that the terms of this
Privacy Policy do not apply to these outside
websites or content, or to any collection of data
after you click on a link to a third party. If you
submit Personal Data to any of those sites, your
information is governed by their privacy policies.
We encourage you to carefully read the privacy
policy of any website you visit.
5. EXPENSIFY COOKIE POLICY AND USE OF
TRACKING TECHNOLOGIES
When you interact with the Site or the
Application, we try to make that experience
simple and useful. We and our partners use
industry standard identifiers, such as cookies or
other similar technologies. We will generally refer
to cookies, web beacons, flash cookies, and pixels
collectively as “cookies”, “tracking technology” or
“identifiers” in this policy. By using our Services,
you are agreeing that we can use cookies and
other tracking technologies described in this
Cookie Policy.
A. What are cookies and how long are they
stored?
Cookies are small pieces of information which are
issued to your computer or mobile device (as the
case may be) when you visit a website or access
or use a mobile application and which store and
sometimes track information about your use of
the Site or Application (as the case may be). A
number of cookies we use last only for the
duration of your web or Application session and
expire when you close your browser or exit the
Application (known as “session cookies). Other
cookies are used to remember you when you
return to the Site or Application and will last for
longer (known as persistent cookies). A persistent
cookie lasts until you or your browser deletes the
cookies or they expire.
Cookies set by us are called “first party cookies”,
while cookies set by parties other than Expensify
are called “third party cookies”. The parties that
set third party cookies can recognize your device,
both when you use the Services and when you use
other websites or mobile apps. You should check
the third party’s website for more information
about how they use cookies and other tracking
technologies. Both first party and third party
cookies can serve a number of different functions,
such as analytics, marketing and advertising.
B. What other similar tracking technologies does
Expensify use?
• Web Beacons: In addition to cookies, web
beacons may be set by us or third parties in
respect of your use of the Site or Application.
Web beacons are small image files within the
content of the Site or Application for analytics
purposes so we or third parties can
understand which parts of the Site or
Application are visited and which functions of
the Site or Application are used and whether
particular content is of interest.

• Flash cookies: We may also use so-called
“flash cookies” (also known as “Local Shared
Objects” or “LSOs”) to collect and store
information about your use of our Services.

• Mobile Device Identifiers: We also use mobile
device identifiers which perform a similar role,
like the IDFA used by Apple devices and the
UDID used by Android devices.

C. How do we use cookies?
We use cookies to provide our Site, gather
information about your usage patterns when you
navigate the Sites in order to enhance your
personalized experience, and to understand usage
patterns to improve our Sites, products, and
services. We also allow certain third parties to
place cookies on our Site in order to collect
information about your online activities on our
Sites over time and across different websites you
visit. This information is used to provide
advertising tailored to your interests on websites
you visit, also known as interest based
advertising, and to analyze the effectiveness of
such advertising.
Usage information may be linked to your account
in order to assist Expensify to provide services to
your account, for example analyzing data for the
purposes of trouble shooting. Expensify will not
sell or disclose usage data to any third party
unless such usage data has been aggregated or
de-identified and is no longer capable of
identifying you as an individual.
Cookies on our Sites are generally divided into the
following categories:
• Strictly necessary cookies. These are cookies
that are required for the operation of our
website or provide necessary functions
relating to the services you request. They
include, for example, cookies that enable you
to log into secure areas of our website, use a
shopping cart or make use of e-billing
services.

• Analytical or performance cookies. These
allow us to recognize and count the number of
visitors and to see how visitors move around
our website when they are using it. This helps
us to improve the way our website works, for
example, by ensuring that users are finding
what they are looking for easily. These
cookies also allow us to collect statistical
information about how you use the Site or
App (including how long you spend on the
Site or Application) and where you have come
to the Site or Application from, so that we can
improve the Site and learn which parts of the
Site and which functions of the Application
are most popular with users.

• Functionality cookies. These cookies enable
helpful but non-essential website functions
that improve your website experience. By
recognizing you when you return to our
website, they may, for example, allow us to
personalize our content for you, greet you by
name, or remember your preferences (for
example, your choice of language or region).
This also enables us to customize elements of
the promotional layout and/or content of the
pages of the Site or Application We also use
functional social media plug ins, such as the
Facebook “Like” button and Widgets, such as
the “Share this” button or interactive miniprograms that run on our site. These Features
may collect your IP address, which page you
are visiting on our Site, and may set an
Identifier to enable the Feature to function
properly. Social Media Features and Widgets
are either hosted by a third party or hosted
directly on our Site. Your interactions with
these Features are governed by the Privacy
Policy of the company providing it.

• Targeting cookies. These cookies enable
different advertising related functions. They
may allow us to record information about your
visit to our website, such as pages visited,
links followed, and videos viewed so we can
make our website and the advertising
displayed on it more relevant to your
interests. We may also share this information
with third parties for this purpose.

D. How we use third party social plugins.
Expensify may use social plugins provided and
operated by third parties, such as a Facebook
“share” button. As a result of this, you may send
to the third-party information that you are viewing
on a certain part of the Expensify Services. If you
share your Expensify Services information with a
third party, then the third party may be able to
link information or actions about your interactions
with the Services to your account with them.
Please refer to the third party’s privacy policies to
learn more about its data practices.
E. How we use location information.
Providing useful, meaningful experiences is a
priority to Expensify, and location information
plays an important role in doing just that. We
collect your location-based information for the
purpose of mileage tracking and providing
location specific features. We may share your geolocation data with third parties for the sole
purpose of providing these services. If you do not
wish to allow us to share your information in this
manner please opt out by contacting us
at concierge@expensify.com.
You may opt-out of location based services at any
time by editing the setting at the device level or by
emailing us at concierge@expensify.com.
F. Your Choices
Cookies
Most web and mobile device browsers
automatically accept cookies but, if you prefer,
you can change your browser to prevent that or to
notify you each time a cookie is set. Here are links
to information from some of the larger browsers
about how you can control your browser cookies:
Chrome, Firefox, Safari, Internet Explorer. Visit
the All About Cookies.org to learn more cookies
and how to block cookies using different types of
browser or mobile device. Please note, however,
that by blocking or deleting cookies used on the
Site or Application, you may not be able to take
full advantage of the Expensify Service.
Behavioral Advertising

